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and their counsel, to undergo and sat-
isfy, in the judgment of TSA or the
Coast Guard, a security background
check.

(e) Other conditional disclosure. TSA
may authorize a conditional disclosure
of specific records or information that
constitute SSI upon the written deter-
mination by TSA that disclosure of
such records or information, subject to
such limitations and restrictions as
TSA may prescribe, would not be detri-
mental to transportation security.

(f) Obligation to protect information.
When an individual receives SSI pursu-
ant to paragraph (d) or (e) of this sec-
tion that individual becomes a covered
person under §1520.7 and is subject to
the obligations of a covered person
under this part.

(g) No release under FOIA. When TSA
discloses SSI pursuant to paragraphs
(b) through (e) of this section, TSA
makes the disclosure for the sole pur-
pose described in that paragraph. Such
disclosure is not a public release of in-
formation under the Freedom of Infor-
mation Act.

(h) Disclosure of Critical Infrastructure
Information. Disclosure of information
that is both SSI and has been des-
ignated as critical infrastructure infor-
mation under section 214 of the Home-
land Security Act is governed solely by
the requirements of section 214 and any
implementing regulations.

§1520.17 Consequences of unauthor-
ized disclosure of SSI.

Violation of this part is grounds for a
civil penalty and other enforcement or
corrective action by DHS, and appro-
priate personnel actions for Federal
employees. Corrective action may in-
clude issuance of an order requiring re-
trieval of SSI to remedy unauthorized
disclosure or an order to cease future
unauthorized disclosure.

§1520.19 Destruction of SSI.

(a) DHS. Subject to the requirements
of the Federal Records Act (6 U.S.C.
105), including the duty to preserve
records containing documentation of a
Federal agency’s policies, decisions,
and essential transactions, DHS de-
stroys SSI when no longer needed to
carry out the agency’s function.
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(b) Other covered persons—(1) In gen-
eral. A covered person must destroy
SSI completely to preclude recognition
or reconstruction of the information
when the covered person no longer
needs the SSI to carry out transpor-
tation security measures.

(2) Exception. Paragraph (b)(1) of this
section does not require a State or
local government agency to destroy in-
formation that the agency is required
to preserve under State or local law.

PART 1522—TSA-APPROVED VALI-
DATION FIRMS AND VALIDATORS
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Subpart A—General

§1522.1 Scope and terms used in this
part.

(a) This part governs the use of TSA-
approved validation firms and indi-
vidual validators to assess whether cer-
tain persons regulated under this chap-
ter are in compliance with this chap-
ter.

(b) In addition to the terms in
§§1500.3 and 1540.5 of this chapter, the
following terms apply in this part:

Applicant means a firm that seeks to
become a TSA-approved validation
firm under this part.

Assessment means the physical inspec-
tions, records reviews, personnel inter-
views, and other procedures conducted
by a validator to assess whether a per-
son is in compliance with relevant re-
quirements of a security program.

Conflict of interest means a situation
in which the wvalidation firm, the
validator, or an individual assisting in
the assessment, or the spouse or imme-
diate family member of such person,
has a relationship with, or an interest
in, the person under assessment that
may adversely affect the impartiality
of the assessment. Examples of conflict
of interest situations include, but are
not limited to, any of the following:

(1) The validation firm is a parent
company or subsidiary of the person
under assessment, has a financial in-
terest in the person under assessment,
or has common management or organi-
zational governance (for example,
interlocking boards of directors) with
the person under assessment.

(2) The validation firm, the validator,
or an individual who will assist in con-
ducting the assessment, or an imme-
diate family member of such a
validator or individual, is a creditor or
debtor of the person under assessment.

(3) The validator, or an individual
who will assist in conducting the as-
sessment, or the spouse or immediate
family member of such a person, is, or
within the past two years has been, an
employee, officer, or contractor of the
person under assessment whose duties
did not involve the operations being as-
sessed.

(4) The validator, or an individual
who will assist in conducting the as-
sessment, or the spouse or immediate

§1522.5

family member of such a person, is, or
at any time has been, an individual, of-
ficer, or contractor of the person under
assessment whose duties or responsibil-
ities did involve the operations being
assessed.

(5) The validator, or an individual
who will assist in conducting the as-
sessment, or the spouse or immediate
family member of such a person, has a
financial interest in the person under
validation.

Firm means a business enterprise or
other non-governmental organization,
including a sole proprietorship, part-
nership, limited liability partnership,
limited liability corporation, and a
corporation.

National of the United States means a
citizen of the United States, or a per-
son who, though not a citizen, owes
permanent allegiance to the United
States, as defined in 8 TU.S.C.
1101(a)(22), and includes American
Samoa and Swains Island.

TSA-approved validation firm or valida-
tion firm means a firm that has been ap-
proved under this part to conduct an
assessment under this chapter.

Validator means an individual as-
signed by the validation firm to be re-
sponsible for conducting a given assess-
ment under this part.

§1522.3 Fraud and intentional fal-
sification of records.

No person may make, or cause to be
made, any of the following:

(a) Any fraudulent or intentionally
false statement in any application
under this part.

(b) Any fraudulent or intentionally
false entry in any record or report that
is kept, made, or used to show compli-
ance with this subchapter, or used to
exercise any privilege under this part.

(¢c) Any reproduction or alteration,
for fraudulent purpose, of any report,
record, security program, access me-
dium, or identification medium issued
or submitted under this part.

§1522.5 TSA inspection authority.

(a) Each validation firm and each
validator must allow TSA, during nor-
mal business hours, in a reasonable
manner, without advance notice, to
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enter the facility and make any inspec-
tions or tests, including copying
records, to—

(1) Determine compliance of a valida-
tion firm or validator with this chapter
and 49 U.S.C. 114 and Subtitle VII, as
amended; or

(2) Carry out TSA’s statutory or reg-
ulatory authorities, including its au-
thority to—

(i) Assess threats to transportation;

(ii) Enforce security-related regula-
tions, directives, and requirements:

(iii) Inspect, maintain, and test the
security of facilities, equipment, and
systems;

(iv) Ensure the adequacy of security
measures for the transportation of pas-
sengers and cargo;

(v) Oversee the implementation, and
ensure the adequacy, of security meas-
ures at airports and other transpor-
tation facilities;

(vi) Review security plans; and

(vii) Carry out such other duties, and
exercise such other powers, relating to
transportation security as the Assist-
ant Secretary of Homeland Security
for the TSA considers appropriate, to
the extent authorized by law.

(b) At the request of TSA, each vali-
dation firm and validator must provide
evidence of compliance with this chap-
ter, including copying records.

(c) TSA and DHS officials working
with TSA may conduct inspections
under this section without access
media or identification media issued or
approved by a validation firm or other
person, except that the TSA and DHS
officials will have identification media
issued by TSA or DHS.

Subpart B—TSA-Approved Valida-
tion Firms and Validators for
the Certified Cargo Screening
Program

§1522.101 Applicability.

This subpart governs the use of TSA-
approved validation firms and
validators to assess whether certified
cargo screening facilities (CCSFs), or
facilities seeking to be approved as
such, comply with the requirements of
49 CFR part 1549.
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§1522.103 Requirements for validation
firms.

In addition to the other requirements
of this part, a validation firm must
meet the following requirements to be
approved to assess certified cargo
screening facilities:

(a) Resources. The validation firm
must have sufficient facilities, re-
sources, and personnel to conduct the
assessments.

(b) Security Coordinator. The valida-
tion firm must designate and use a Se-
curity Coordinator and at least one al-
ternate Security Coordinator.

(1) The Security Coordinator and al-
ternates must be senior employees or
officers of the firm, and must be read-
ily available during normal business
hours.

(2) The Security Coordinator and des-
ignated alternates must serve as the
validation firm’s primary contact for
security-related activities and commu-
nications with TSA.

(3) The Security Coordinator must
immediately initiate corrective action
for any instance of non-compliance by
the validation firm with any applicable
TSA security requirement.

(c) Security Program. The validation
firm must obtain TSA approval of a se-
curity program and must implement
the security program.

(d) Personnel. The validation firm
must ensure that its personnel carry
out the requirements of this chapter
and the validation firm’s security pro-
gram.

(e) Change in information. (1) The vali-
dation firm must inform TSA, in a
form and manner prescribed by TSA, of
any change in the information required
to be submitted by the validation firm
to TSA under this part within seven
days of the change.

(2) Changes included within the re-
quirement of this paragraph include,
but are not limited to, changes in the
validation firm’s address, phone num-
ber, or other contact information, the
identity of the Security Coordinator or
alternate, significant changes in own-
ership of the firm.

§1522.105 Adoption and implementa-
tion of the security program.

(a) Security program required. No per-
son may operate as a validation firm
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unless that person holds and carries
out an approved security program
under this part.

(b) Content. The validation firm
standard security program together
with approved alternate procedures and
amendments that TSA has issued to
that particular firm constitutes that
firm’s security program. Each security
program under this part must—

(1) Provide for the security of air-
craft, as well as that of persons and
property traveling in air transpor-
tation, against acts of criminal vio-
lence and air piracy, and against the
introduction into aircraft of any unau-
thorized explosive, incendiary, and
other destructive substance or item;

(2) Describe the processes and proce-
dures to be used to maintain current
qualifications, credentials, or accredi-
tations, training, and security threat
assessments for relevant personnel;

(3) Describe the facilities, support
personnel, and other resources to be
used in conducting assessments; and

(4) Require that the validation firm
designate and use a Security Coordi-
nator and at least one alternate Secu-
rity Coordinator.

(c) Amendment requested by a valida-
tion firm or applicant. A validation firm
or applicant may file a request for an
amendment to its security program
with the TSA designated official at
least 45 calendar days before the date it
proposes for the amendment to become
effective, unless the designated official
allows a shorter period. Any validation
firm may submit to TSA a group pro-
posal for an amendment that is on be-
half of it and other validation firms
that co-sign the proposal.

(1) Within 30 calendar days after re-
ceiving a proposed amendment, the
designated official, in writing, must ei-
ther approve or deny the request to
amend.

(2) An amendment to a validation
firm’s security program may be ap-
proved if the designated official deter-
mines that safety and the public inter-
est will allow it, and if the proposed
amendment provides the level of secu-
rity required under this part.

(3) Within 30 calendar days after re-
ceiving a denial of the proposed amend-
ment, the validation firm may petition
TSA to reconsider the denial. A Peti-

§1522.105

tion for Reconsideration must be filed
with the designated official.

(4) Upon receipt of a Petition for Re-
consideration, the designated official
must either approve the request to
amend the security program or trans-
mit the petition, along with any perti-
nent information, to TSA for reconsid-
eration. TSA will make a determina-
tion on the petition within 30 calendar
days of receipt by either directing the
designated official to approve the
amendment or by affirming the denial.

(d) Amendment by TSA. TSA may
amend a security program in the inter-
est of safety and the public interest, as
follows:

(1) TSA must notify the validation
firm, in writing, of the proposed
amendment, fixing a period of not less
than 30 calendar days within which the
validation firm may submit written in-
formation, views, and arguments on
the amendment.

(2) After considering all relevant ma-
terial, the designated official must no-
tify the validation firm of any amend-
ment adopted or rescind the notice of
amendment. If the amendment is
adopted, it becomes effective not less
than 30 calendar days after the valida-
tion firm receives the notice of amend-
ment, unless the validation firm dis-
agrees with the proposed amendment
and petitions the TSA to reconsider, no
later than 15 calendar days before the
effective date of the amendment. The
validation firm must send the petition
for reconsideration to the designated
official. A timely Petition for Recon-
sideration stays the effective date of
the amendment.

(3) Upon receipt of a Petition for Re-
consideration, the designated official
must either amend or withdraw the no-
tice of amendment, or transmit the Pe-
tition, together with any pertinent in-
formation, to TSA for reconsideration.
TSA must make a determination on
the Petition within 30 calendar days of
receipt, either by directing the des-
ignated official to withdraw or amend
the notice of amendment, or by affirm-
ing the notice of amendment.

(e) Emergency Amendments. (1) If TSA
finds that there is an emergency re-
quiring immediate action that makes
compliance with the procedural re-
quirements in this section contrary to
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the public interest, the designated offi-
cial may issue an emergency amend-
ment, without the prior notice and
comment procedures described in para-
graph (d) of this section.

(2) The emergency amendment is ef-
fective without stay on the date the
validation firm receives notification.
TSA will incorporate in the notifica-
tion a brief statement of the reasons
and findings for the emergency amend-
ment to be adopted.

(3) The validation firm may file a Pe-
tition for Reconsideration with TSA no
later than 15 calendar days after TSA
issues the emergency amendment. The
certified cargo screening facility must
send the Petition for Reconsideration
to the designated official; however, the
filing does not stay the effective date
of the emergency amendment.

(f) Availability. Each validation firm
having a security program must do the
following:

(1) Maintain an original of the secu-
rity program at its corporate office.

(2) Have accessible a complete copy,
or the pertinent portions of its security
program, or appropriate implementing
instructions, at each office where it
conducts validation services. An elec-
tronic version is adequate.

(3) Make a copy of the security pro-
gram available for inspection upon the
request of TSA.

(4) Restrict the distribution, disclo-
sure, and availability of information
contained in its security program to
persons with a need to know, as de-
scribed in part 1520 of this chapter.

(5) Refer requests for such informa-
tion by other persons to TSA.

§1522.107 Application.

(a) Initial application and approval.
Unless otherwise authorized by TSA,
each applicant must apply for a secu-
rity program and for approval to oper-
ate as a validation firm, in a form and
a manner prescribed by TSA, not less
than 90 calendar days before the appli-
cant intends to begin operations. The
application must be in writing and in-
clude the following:

(1) The firm’s legal name; other
names, including doing business as
names; state of incorporation or licens-
ing, if applicable; and tax identifica-
tion number.
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(2) The names of the senior officers or
employees of the applicant who will
serve as the Security Coordinator and
alternates.

(3) A signed statement from each per-
son listed in paragraph (a)(2) of this
section stating whether he or she has
been a senior manager or representa-
tive of any operator, whether or not a
validation firm, that had its security
program withdrawn by TSA.

(4) Copies of Government-issued iden-
tification of persons listed in para-
graph (a)(2) of this section.

(5) The street address and e-mail ad-
dress of the applicant.

(6) A statement acknowledging the
requirement that all personnel of the
applicant who are subject to training
under the requirements of this part
must successfully complete such train-
ing before performing security-related
duties.

(7) Other information requested by
TSA concerning security threat assess-
ments.

(8) A statement acknowledging that
all personnel of the applicant who must
successfully complete a security threat
assessment under the requirements of
this part must do so before the appli-
cant authorizes the personnel to per-
form duties under this part.

(b) Standard security program. After
the Security Coordinator successfully
completes a security threat assess-
ment, TSA will provide to the appli-
cant the validation firm standard secu-
rity program, any security directives,
and amendments to the security pro-
gram and other alternative procedures
that apply to validation firms. The ap-
plicant may either notify TSA that it
accepts the standard security program
or submit to TSA a proposed modified
security program to the designated of-
ficial for approval. The validation firm
must also submit a supplement to the
security program that specifies proc-
esses and procedures that the firm will
use to maintain the qualification of its
validators and its personnel assisting
validators with assessments to the des-
ignated TSA official for approval. TSA
will approve the security program
under §1522.109, or issue a written no-
tice to modify under §1522.109(b).
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§1522.109 TSA review and approval.

(a) Review. TSA will review an appli-
cation received under §1522.107 to de-
termine whether—

(1) The applicant has met the re-
quirements of this part, the proposed
security program, and any applicable
Emergency Amendment and Security
Directive;

(2) The applicant is able and willing
to carry out the requirements of this
part, its security program, and an ap-
plicable Emergency Amendment and
Security Directive;

(3) The approval of such applicant’s
security program is not contrary to the
interests of security and the public in-
terest;

(4) The applicant has not held a secu-
rity program that was withdrawn with-
in the previous year, unless otherwise
authorized by TSA; and

(5) TSA determines that the appli-
cant is qualified to be a validation
firm.

(b) Notice—(1) Approval. If an applica-
tion is approved, TSA will send the ap-
plicant a written notice of approval of
its security program, and approval to
operate as a validation firm.

(2) Commencement of operations. A val-
idation firm may commence operations
when it has received approval under
this section, and successfully com-
pleted training and security threat as-
sessments for all relevant personnel.

(3) Disapproval. If an application is
disapproved, TSA will serve a written
notice of disapproval to the applicant.
The notice of disapproval will include
the basis of the disapproval of the ap-
plication.

(c) Duration of security program. A se-
curity program approved under this
section will remain effective until the
end of the calendar month 12 months
after the month it was approved or
until the program has been surrendered
or withdrawn, whichever is earlier.

§1522.111 Reconsideration of
approval of an application.

(a) Petition for reconsideration. If TSA
disapproves an application under sec-
tion 1522.107, the applicant may seek
reconsideration of the decision by sub-
mitting a written petition for reconsid-
eration to the Assistant Secretary or
his or her designee within 30 days of re-

dis-
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ceiving the notice of disapproval. The
written petition for reconsideration
must include a statement and any sup-
porting documentation explaining why
the applicant believes the reason for
disapproval is incorrect.

(b) Review of petition. Upon review of
the petition for reconsideration, the
Assistant Secretary or designee makes
a determination on the petition by ei-
ther affirming the disapproval of the
application or approving the applica-
tion. The Assistant Secretary or des-
ignee may request additional informa-
tion from the applicant prior to ren-
dering a decision. This disposition is a
final agency action for purposes of 49
U.S.C. 46110.

§1522.113 Withdrawal of approval.

(a) Basis for withdrawal of approval.
TSA may withdraw approval of a TSA-
approved validation firm if the valida-
tion firm ceases to meet the standards
for approval, fails to fulfill its respon-
sibilities under this subpart, or if TSA
determines that continued operation is
contrary to safety and the public inter-
est.

(b) Notice of withdrawal of approval.
(1) Except as provided in paragraph (c)
of this section, TSA will provide a
written notice of proposed withdrawal
of approval to the validation firm.

(2) The notice of proposed withdrawal
of approval will include the basis for
the withdrawal of approval.

(3) Unless the validation firm files a
written petition for reconsideration
under paragraph (d) of this section, the
notice of proposed withdrawal of ap-
proval will become a final notice of
withdrawal of approval 31 days after
the validation firm’s receipt of the no-
tice of proposed withdrawal of ap-
proval.

(c) Emergency notice of withdrawal of
approval. (1) If TSA finds that there is
an emergency requiring immediate ac-
tion with respect to a TSA-approved
validation firm’s ability to perform as-
sessments, TSA may withdraw ap-
proval of that validation firm without
prior notice.

(2) TSA will incorporate in the emer-
gency notice of withdrawal of approval
a brief statement of the reasons and
findings for the withdrawal of ap-
proval.
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(3) The emergency notice of with-
drawal of approval is effective upon the
TSA-approved validation firm’s receipt
of the notice. The validation firm may
file a written petition for reconsider-
ation under paragraph (d) of this sec-
tion; however, this petition does not
stay the effective date of the emer-
gency notice of withdrawal of approval.

(d) Petition for reconsideration. A vali-
dation firm may seek reconsideration
of the withdrawal of approval by sub-
mitting a written petition for reconsid-
eration to the Assistant Secretary or
designee within 30 days of receiving the
notice of withdrawal of approval. The
filing of a petition for reconsideration
does not stay the effective date of the
withdrawal pending the reconsider-
ation.

(e) Review of petition. Upon review of
the written petition for reconsider-
ation, the Assistant Secretary or des-
ignee makes a determination on the pe-
tition by either affirming or with-
drawing the notice of withdrawal of ap-
proval. The Assistant Secretary or des-
ignee may request additional informa-
tion from the validation firm prior to
rendering a decision. This disposition
is a final decision for purposes of re-
view under 49 U.S.C. 46110.

§1522.115

(a) Application. Every 12 months,
computed from the date of initial ap-
proval under §1522.107, or more fre-
quently as required by TSA, each vali-
dation firm must apply, in a form and
manner prescribed by TSA, for renewal
of approval of its security program,
and of approval to operate as a valida-
tion firm. If the validation firm sub-
mits the information in the month be-
fore or after it is due, the validation
firm is considered to have submitted
the information in the month it is due.
If the validation firm timely submits
its application for review of approval
under this section, the validation firm
may continue to conduct assessments
under this subpart unless and until
TSA denies the application.

(b) Content. In addition to any other
information required by TSA, the vali-
dation firm must submit the following
information to TSA when applying for
renewal:

Renewal of TSA approval.
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(1) If required, evidence that the
validators and other individuals of the
validation firm with responsibilities
for participating in assessments have
successfully completed the initial
training under §1522.119(a) and any re-
current training described in
§1522.119(b).

(2) Evidence that the individual
validators with responsibilities for con-
ducting assessments continue to be
certified or accredited by an organiza-
tion that TSA recognizes as qualified
to certify or accredit a validator.

(3) A statement signed by a senior of-
ficer or employee of the validation firm
attesting that the firm has reviewed
and ensures the continuing accuracy of
the contents of its initial application
for a security program, subsequent re-
newal applications, or other submis-
sions to TSA confirming a change of
information and noting the date such
applications and submissions were
made to TSA, including the following
certification:

[Name of validation firm] (hereinafter ‘‘the
validation firm’’) has adopted and is cur-
rently carrying out a security program in ac-
cordance with the Transportation Security
Regulations as originally approved on [Insert
date of TSA initial approval]. In accordance
with TSA regulations, the validation firm
has notified TSA of any new or changed in-
formation required for the validation firm’s
initial security program. If new or changed
information is being submitted to TSA as
part of this application for reapproval, that
information is stated in this filing.

The validation firm understands that in-
tentional falsification of certification may
be subject to both civil and criminal pen-
alties under 49 CFR part 1540 and 18 U.S.C.
1001. Failure to notify TSA of any new or
changed information required for initial ap-
proval of the validation firm’s security pro-
gram in a timely fashion and in a form ac-
ceptable to TSA may result in withdrawal by
TSA of approval of the validation firm’s se-
curity program.

(c) Renewal. TSA will renew approval
of the security program and the valida-
tion firm’s authority to conduct assess-
ments if TSA determines that—

(1) The validation firm has met the
requirements of this chapter, its secu-
rity program, and any Security Direc-
tive; and

(2) The renewal of approval of the
validation firm’s security program, and
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of the approval to operate as a valida-
tion firm, is not contrary to the inter-
ests of security or the public interest.

(d) Effective. The renewal of approval
issued pursuant to this section will re-
main effective until the end of the cal-
endar month 12 months after the
month it was approved or until the pro-
gram has been surrendered or with-
drawn, whichever is earlier.

(e) Withdrawal. If a validation firm
fails to comply with the requirements
of this section, TSA may withdraw ap-
proval of the wvalidation firm under
§1522.113.

§1522.117

(a) Each assessment conducted under
this subpart must be conducted by a
validator who meets the following re-
quirements:

(1) He or she must be a citizen or na-
tional of the United States or be an
alien lawfully admitted for permanent
residence.

(2) He or she must meet the require-
ments of paragraph (a)(2)(i) or (ii) of
this section.

(i) He or she must hold a certification
or accreditation from an organization
that TSA recognizes as qualified to cer-
tify or accredit a validator for assess-
ments and must have at least five
years of experience in inspection or
validating compliance with State or
Federal regulations in the security in-
dustry, the aviation industry, or gov-
ernment programs. The five years of
experience must have been obtained
within 10 years of the date of the appli-
cation.

(ii) He or she must have at least five
years experience as an inspector for a
Federal or State government agency
performing inspections similar to the
inspections called for in this subpart
and part 1549. The five years of experi-
ence must have been obtained within 10
years of the date of the application.

(3) The validator must have three
professional references that address his
or her abilities in inspection, valida-
tion, and written communications.

(4) The validator must have sufficient
knowledge of the rules, regulations,
policies, security programs, directives,
and orders, pertaining to the certified
cargo screening program (CCSP).

Qualifications of validators.
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(5) The validator must have the abil-
ity to apply the concepts, principles,
and methods of compliance with the re-
quirements of the certified cargo
screening program to include assess-
ment, inspection, investigation, and re-
porting of compliance with the cer-
tified cargo screening program.

(b) Each validator and each indi-
vidual who assists in conducting as-
sessments must successfully undergo a
security threat assessment as required
under §1522.121.

§1522.119 Training.

(a) Initial training. The validation
firm must ensure that its validators
and individuals who will assist in con-
ducting assessments have completed
the initial training prescribed by TSA
before conducting any assessment
under this subpart.

(b) Recurrent training. The validation
firm must ensure that each validator
and each individual assisting in con-
ducting assessments under this subpart
completes the recurrent training pre-
scribed by TSA not later than 12
months after the validator’s or individ-
ual’s most recent TSA-prescribed
training. If the validator or individual
completes the recurrent training in the
month before or the month after it is
due, he or she is considered to have
taken it in the month it is due.

(c) Content. The training required by
this section will include coverage of
the applicable provisions of this chap-
ter, including this part, part 1520, and
§1540.105.

§1522.121 Security threat assessments
for personnel of TSA-approved vali-
dation firms.

Each of the following must success-
fully complete a security threat assess-
ment or comparable security threat as-
sessment described in part 1540, sub-
part C of this chapter:

(a) Each individual who supervises
validators or individuals who will as-
sist validators.

(b) The validation firm’s validator
authorized to perform assessment serv-
ices under this subpart.

(c) The validation firm’s Security Co-
ordinator and alternates.
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(d) Each individual who will assist
the validator in conducting assess-
ments.

§1522.123 Conduct of assessments.

(a) Standards for assessment. Each
validator must assess, in a form and
manner prescribed by TSA, whether
the person seeking to operate or oper-
ating as a certified cargo screening fa-
cility is in compliance with 49 CFR
part 1549. The validator may be as-
sisted by other individuals; however,
the validator is directly responsible for
the assessment and must sign the as-
sessment report.

(b) Conflict of interest. A validator
may not conduct an assessment for
which there exists a conflict of interest
as defined in §1552.1.

(c) Immediate notification to TSA. If
during the course of an assessment, the
validator believes that there is or may
be an instance of noncompliance with
TSA requirements that presents an im-
minent threat to transportation secu-
rity or public safety, he or she must re-
port the instance immediately to the
Security Coordinator, and the Security
Coordinator must report the instance
immediately to TSA.

(d) No authorization to take remedial or
disciplinary action. Neither the valida-
tion firm nor the validator is author-
ized to require any remedial action by,
or to take any disciplinary or enforce-
ment action against, the facility under
assessment.

(e) Prohibition on consecutive assess-
ments. Unless otherwise authorized by
TSA, a validation firm must not con-
duct more than two consecutive assess-
ments of a person seeking approval, or
renewal of approval, to operate a cer-
tified cargo screening facility.

§1522.125 Protection of information.

(a) Sensitive Security Information.
Each validation firm must comply with
the requirements in 49 CFR part 1520
regarding the handling and protection
of Sensitive Security Information
(SSI).

(b) Non-disclosure of proprietary infor-
mation. Unless explicitly authorized by
TSA, no validation firm, or any of its
officers, Security Coordinators,
validators, or employees, or individuals
assisting in validations, may make an

49 CFR Ch. XII (10-1-09 Edition)

unauthorized release nor disseminate
any information that TSA or an entity
being assessed indicates is proprietary
information.

§1522.127 Assessment report.

(a) Each validator must prepare and
submit to TSA a written assessment
report, in a manner and form pre-
scribed by TSA, within 30 calendar
days of completing each assessment.

(b) The assessment report must in-
clude the following information, in ad-
dition to any other information other-
wise required by TSA:

(1) A description of the facilities,
equipment, systems, processes, and/or
procedures that were assessed and any
other information as determined by
TSA.

(2) The validator’s assessment re-
garding the facility’s compliance with
TSA requirements, including all ele-
ments of the applicable security pro-
gram.

(3) Signed attestation by the indi-
vidual validator with responsibility for
the assessment that no conflicts of in-
terest existed with regard to the as-
sessment and that the assessment was
conducted impartially, professionally,
and consistent with the standards set
forth by TSA.

§1522.129 Recordkeeping
ments.

require-

(a) Each validation firm must main-
tain records demonstrating compliance
with all statutes, regulations, direc-
tives, orders, and security programs
that apply to operation as a validation
firm, including the records listed
below.

(b) Each validation firm must retain
the following records for 180 days after
the individual is no longer employed by
the validation firm or is no longer act-
ing as the firm’s agent.

(1) Records of all training and in-
struction given to each individual
under the requirements of this subpart.

(2) Records demonstrating that the
validation firm has complied with the
security threat assessment provisions
of §1522.121.

(3) Records about the qualifications
of validators it uses to conduct assess-
ments under this subpart.
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(c) Each validation firm must retain
the following records until completion
of the validation firm’s next review
under §1522.115, after which the records
may be destroyed unless TSA instructs
the validation firm to retain the
records for a longer period.

(1) Copies of all applications for ap-
proval, or renewal of approval, by TSA

§1522.129

to operate as a validation firm under
part 1522.

(2) Copies of TSA’s approval and re-
newals of approval as required by part
1522.

(d) Each validation firm must retain
assessment reports and copies of back-
up documentation supporting each as-
sessment report submitted to TSA for
42 months after the assessment.
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